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INTRODUCTION

EDF provides employees and external or occasional employees of the Group,

as well as third parties, an ethics and compliance whistleblowing system

designed to receive, record and process on a secure platform, in complete

confidentiality, a report they want to do.

It is not intended to be used for routine questions in the field of human

resources.

Making an alert is not an obligation and no employee can be sanctioned if he

does not report a breach.

Any whistleblower may choose to use the Group Ethical and Compliance

whistleblowing System or the other channels at his disposal (manager, human

resources, mediator, staff representatives ...). However, it is recommended,

for security reasons and protection of personal data, to use the secure

platform.

The referent of the EDF group ethics and compliance whistleblowing system is

the Group Ethics & Compliance Division (DECG).
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HOW TO CONNECT TO THE PLATFORM?

 Before logging in, I can read the whistleblower guide available on the VEOL

ethics and compliance community. It gives any information I may need about

the protection conditions of whistleblowers.

 I can log in 24 hours a day, 7 days a week on the secure platform at the

following URL :

https://www.bkms-system.com/alert-edfgroup

 I can access this platform via a computer, tablet or smartphone.

 I can do it from a professional computer making sure to stay out of sight or log

in out of the office on a private computer.

 All data related to my report is encrypted and secured on the platform and

in a server located in the European Union, disconnected from the Group's

information systems, and does not allow the traceability of IP addresses.
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HOW TO MAKE AN ALERT ?

1 – HOME PAGE

Direction Ethique et Conformité Groupe

I submit an alert, I ask for 

advice, or I exercise my rights

I have already posted an alert, 

created an exchange box, so I 

can log in here to follow the 

progress of my alert

I click and get an answer to 

the most frequently asked 

questions

The platform allows to attach files to my

alert. If this is not possible, I send my

documents by registered post to the

following address. The mail will be directly

delivered to the DECG and opened by an

authorized person

I select the country 

where I am I select the language in 

which I want to submit 

my alert



|  5© EDF 2018 Direction Ethique et Conformité Groupe

3. J’ai déjà 

déposé une 

alerte, créé une 

boîte postale, je 

peux donc 

m’identifier ici

2 – OBTAINING CONSENT AND SECURITY QUERY

I click on “continue" 

to proceed

If I click on "Close 

window", my alert will 

not be recorded

Entering characters confirms 

my agreement to collect data 

and secure the connection
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2 – Je peux également utiliser 

la plateforme pour  demander 

un conseil sur l’utilisation du 

dispositif ou pour exercer mes 

droits 

3 – CHOOSING THE CATEGORY

I select the theme that 

seems to best match 

my alert

I can also use the platform to 

request advice on the use of 

the device or to exercise my 

rights of information, access, 

erasure or opposition to the 

processing of my personal data

I click on 

“continue" to 

continue

.

The "i" 

allows me to 

have 

explanations 

on the 

content of 

the theme
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The alert device guarantees all the

conditions of security and

confidentiality. That is why, in order to

facilitate the instruction of my file it is

recommended to be identified.

However, if I want to remain

anonymous, I check this box. The

DECG may request the lifting of the

anonymity if the continuation of the

treatment is made impossible by this

anonymity

Je réponds à toutes 

les questions.

Je peux joindre 

ici un fichier

4 REPORT SUBMISSION FORM(1/2)

Si je suis un 

collaborateur de 

l’entreprise, j’indique ma 

préférence sur la 

fonction qui sera 

chargée du traitement de 

mon alerte.

Fields with * must be completed

I describe in good 

faith the facts I wish 

to report
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Je décris de 

bonne foi les faits 

que je souhaite 

signaler. 

Je réponds à toutes 

les questions.

If I can, I tell if other people have

been informed or witnessed about the

incident

4 – REPORT SUBMISSION FORM (2/2)

Les champs avec * doivent 

obligatoirement être 

complétés

I click on "send" to save my 

alert

I can cancel my 

alert

I indicate here my link with the company 

(employee, temporary, trainee, external, 

etc.)

If I am a collaborator of the company, I 

indicate my preference on the function 

which will be in charge of the treatment of 

my alert

I can attach a 

file here

I specify in which 

company took 

place the incident

If I can, I will specify the date of the 

incident or the period during which 

it was
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Je complète le 

questionnaire

.

I print my alert 

if I want to

5 – SETTING UP A SECURE POSTBOX

Once my alert is registered, a file number is 

assigned to me

I keep my file 

number, my 

logins and my 

password. If I 

lose them, they 

can not be 

regenerated 

because I am the 

only one to know 

them. I would 

have to reiterate 

my alert
I create an exchange box by completing 

the Set up postbox

Warning: if I do not install this box, I will 

not be able to communicate securely 

with the controller of my alert



|  10© EDF 2018 Direction Ethique et Conformité Groupe

Si je souhaite garder 

l’anonymat, je coche 

cette case. 

Je complète le 

questionnaire

Une fois, mon alerte validée, un 

numéro de dossier lui est attribuée.

6 – END OF MY ALERT

Either I click on “End" or I go to my 

exchange box to see the history or add 

complements to my alert
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Si je souhaite garder 

l’anonymat, je coche 

cette case. 

Je complète le 

questionnaire

Une fois, mon alerte validée, un 

numéro de dossier lui est attribuée.

I go to the home page

and log in to view

messages received from

the controller of my alert

HOW TO FOLLOW MY ALERT ?

1 – HOME PAGE
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Si je souhaite garder 

l’anonymat, je coche 

cette case. 

Je complète le 

questionnaire

Une fois, mon alerte validée, un 

numéro de dossier lui est attribuée.

I click on 

“continue" to 

continue

To access my secure 

exchange box, I enter 

the characters listed 

above

Direction Ethique et Conformité Groupe

2 – OBTAINING CONSENT AND SECURITY QUERY
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Si je souhaite garder 

l’anonymat, je coche 

cette case. 

Je complète le 

questionnaire

Une fois, mon alerte validée, un 

numéro de dossier lui est attribuée.

3 - LOGIN TO SECURED POSTBOX

I click on 

“continue" to 

continue

I enter my username 

and password created 

at the entry of my alert
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Une fois, mon alerte validée, un 

numéro de dossier lui est attribuée.

I find the 

reference of 

my alert

4 – VIEW THE CONTENTS OF MY SECURED POSTBOX

The history of the exchanges with the DECG or the person in

charge of treatment is visible in my box in chronological order. I

also find all the additional information I have provided
I can complete my alert 

and add files
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2. Je soumets 

une alerte, ou je 

demande 

conseil

3. J’ai déjà déposé 

une alerte, créé une 

boîte postale, je 

peux donc 

m’identifier ici

HOW TO ASK FOR ADVICE OR EXERCISE MY PERSONAL DATA RIGHTS ?

1 – HOME PAGE

FAQ : j’obtiens une 

réponse à ces 

questions en 

cliquant dessus

Direction Ethique et Conformité Groupe

I select the country 

where I am
I select the language in 

which I want to 

communicate

I click on the button 

request advice / or 

exercise your rights
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3. J’ai déjà 

déposé une 

alerte, créé une 

boîte postale, je 

peux donc 

m’identifier ici

2 – OBTAINING CONSENT AND SECURITY QUERY

I click on “continue" 

to continue

If I click on "Close 

window", my request will 

not be saved

Entering characters confirms 

my agreement to collect data 

and secure the connection
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3. J’ai déjà 

déposé une 

alerte, créé une 

boîte postale, je 

peux donc 

m’identifier ici

I select a request for 

advice / to exercise 

my personal data 

rights

3 – THEMATIC "ASK FOR ADVICE / EXERCISE YOUR PERSONAL DATA RIGHTS“ 
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3. J’ai déjà 

déposé une 

alerte, créé une 

boîte postale, je 

peux donc 

m’identifier ici

The alert device guarantees all

the conditions of security and

confidentiality. That is why, in

order to facilitate the instruction

of my request it is recommended

to identify me.

However, if I wish to remain

anonymous, I check this box.

DECG may request the waiver

of anonymity if further

processing of the application is

made impossible by this

anonymity

I describe my 

request as precisely 

as possible

I indicate here my relationship 

with the company (employee, 

temporary, trainee, external, 

etc.)
I can attach a 

file here

4 – DESCRIPTION OF THE REQUEST

I click on "send" to validate my 

request

I can cancel my 

request
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Je complète le 

questionnaire

.

I print my alert 

if I wish

5 – SETTING UP A SECURED POSTBOX

Once my alert is registered, a file number is 

assigned to me

I keep my file 

number, my 

logins users and 

password. If I 

lose them, they 

can not be 

regenerated 

because I am the 

only one to know 

them. I will have 

to pick up my 

alert
I create an exchange box by completing 

the Set up postbox

Warning: if I do not install this box, I will 

not be able to communicate securely 

with the controller of my alert
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Si je souhaite garder 

l’anonymat, je coche 

cette case. 

Je complète le 

questionnaire

Une fois, mon alerte validée, un 

numéro de dossier lui est attribuée.

5 – END OF MY REQUEST

Either I click on "finish" or I go to my 

exchange box to see the history or add 

to my request
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3. J’ai déjà 

déposé une 

alerte, créé une 

boîte postale, je 

peux donc 

m’identifier ici

THANK YOU


